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Organizational Structure

PM Defensive Cyber Acting Deputy PM

COL Chad Harris Mr. Scott Tyler

Business 0 sy, Product
Management . g} - Support . . . Acquisition
3 g : .. Chief Technical Office a —
Division | \ Division . Management Division
Ms. Jean Price
Ms. Kathleen Ms. Jen Mr. Steve Conroy
Holcombe Potts
ial and Oversigh Current and Future Operations Cybersecurity Strategy By IR Sl (g
Manpower Lifecycle and Property Logistics Technology Assessments Contract Strategy/Development

Human Resources

Test and Evaluation

Technelogy Policy and Risk

Acquisition Resourcing

Strategic Planning/Communications
Acquisition Policy and Oversight

PdM Cyber
Analytics and
Detection (CAD)
LTC Leilani
Tydingco-Amarante

PL Allied
Information

Director
Applied Cyber

PdM Cyber Platforms)
and Systems {CPS)

Technology (AIT)
Mr. Andrew Strand

Technologies
Mr. Joe Kobsar

*- < LTC Scott Helmore

Garrison DCO Platform Cyber Analytics Forge U.5. and Partner Nation Security and
Deployable DCO Systems DCO Mission Planning Continual Integration Interoperability, Non-Standard IT
DCO Tool Suite User Activity Monitoring/Insider Upgrade/Test Capabilities Solutions

Forensics and Malware Threat Anytime Training Foreign Military Sales Lifecycle
Advanced Sensors Threat Emulation Armory Technology Transfer
Threat Discovery One Stop Shop Capabilities Acquisition
Capability Optimization Foreign Policy Review and Oversight
DEVOPS

Soldier Operational Environment
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Mission and Vision PVE NNNNN EIS

Mission
Continually deliver relevant Defensive Cyber Capability

Vision
Create a trusted, world class team that delivers dominant Defensive Cyber Operations capability

The magnitude:

What we dO:, . . » 7 ACAT IV Programs of Record
» The Army’s focal point for Defensive
 Support to:

Cyber Operation material solutions « 20 Active Duty

» Pursue the best in innovation through + 11U.S. Army National Guard (ARNG)
rapid and agile acquisition processes . 10 U.S. Army Reserve (USAR) Cyber

» Maximize stakeholder collaboration

throughout program lifecycle Protection Teams

DCO must leverage industry partnerships and expertise to accomplish its mission
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Army Leader Decisions Regarding DCO PES EIS

PEO ENTERPRISE INFORMATION SYSTEMS
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“Request Support from
ASA(ALT) to implement
Agile and Rapid Acquisition
Strategy” - GEN James
McConville, Army Vice Chief of Staff

DEPARTMENT OF THE ARMY
OFFICE OF THE ASSISTANT SECRETARY OF THE ARMY
ACQUISITION LOGISTICS AND TECHNOLOGY
103 ARMY PENTAGON
WASHINGTON DG 20310-0103

DEC 1 42017

SAAL-ZA

. . s
MEMORANDUM FOR PROGRAM EXECUTIVE OFFICERS ENTERPRISE INFORMATION M I Iesto n e D eCI S I O n

SYSTEMS (PEO EIS) AND COMMAND CONTROL AND COMMUNICATIONS-TACTICAL
p, Authority delegated
SUBJECT: Defensive Cyberspace Operations (DCO) Acquisition Decision Memorandum u Orl y e ega e
(ADM) for DCO acquisition approach and MDA delegation t I t

1. Purpose: PEO EIS requests Army Acquisition Executive (AAE) approval ufgne DCO

acquisition strategy approach and Milestone Decision Authority (MDA) delegation to PEO EIS A
responsible level

2. Decisions:

UNCLASSIFIED/FOUO
a. | approve the DCO acquisition approach that establishes distinct Programs

Requirements
Oversight delegated
(1) PEO EIS has MDA for the following programs: Garrison DCO Platform, Deployable

tO AROC ReVIGW DAPR-ZA ARocu 17_27,_,\1 DCO System, Cyber Analytics, DCO Tools, DCO Mission Planning, Forensics / Malware
21 Sitandie Analysis, User Activity Monitoring, Counter Infitration, Threat Emulation, and Advanced
Sensors.

Boa rd (ARB) HEHOESDEMEOR S TR (2) PEO C3T has MDA for Tactical DCO Infrastructure. Ta | | 0 red ag | Ie
I._. I... )

SUBJECT: Ammy Requirements Oversight Council Memorandum for the Defensive 4
Cyberspace Operations Information Systems Initial Capability Document (3) 1 authorize and encourage PEO EIS and C3T to consider further MDA delegation t o
7 —t the 06 level as program requirements dictate and risk allows. ac q uis |t| onm eth 0 d S

iy el through approved Requirements Definition Packages (RDP). Each Program shall be initially
08 ARMY PENTACON designated as Acquisition Category Ill

WASHINGTON, DG 20310-0201

b. | delegate the DCO Milestone Decision Authority to PEO EIS and PEO C3T.

1. Purpose: To codify the 18 August 2017 Ammy Requirements Oversight Council
(ARQC decisinng on toe Nafaosive Oraca:i inlalall St (4) Any delegation to the O level must be reported to me with the rationale and risk

Systf management plan for each delegation. I . d t k

2. 8 UNCLASSIFIED/FOUO 3. The MDA shall grant the Material Development Decision (MDD) for each program. a p p Ie o ee p

whic|

miss] DAPR-ZA 4. In with Army Regulation 70-1, Paragraph 2-2, you will notify me if you anticipate th 0

e SUBJECT: Amy Requirements Oversight Council Memorandum for the Defensive that the dollar value of the program is within 10 percent of the next ACAT level pace Wi em erg | ng
and Cyberspace Operations Information Systems Initial Capability Document 5. The point of contact is MAJ Jonathan D. Lipscomb, (571) 256-9407, or

havel jonathan.d.lipscomb.mil@mail.mil th re atS

ARC]
pact ©. Request support rom the Assistant Secretary of the Army (Acquistion Logistics @
|T BOX process 3 T and Technology) to implement an agile and rapid acquisition strategy. Johe

Army Acquisition Executive
L 4. The points of contact for this action are COL Nora Marcos, DAPR-FDC, (703) 693-

q u |Ck|y prowdes o) 2261, nora.r.marcos.mil@mail.smil.mil and COL Jay Bienlien, DAPR-FDJ, (703) 692-

5357, james.p.bienlien.mil@mail.smil.mil.

c

flexible oo

“Encourage PEO EIS...to

| SPE TS

requirements s form M MURRAY .
e consider further MDA
- DISTRIBUTION: o . I
8 e delegation to the O-6 level

Chief Information Officer/G-6
Deputy Chief of Staff, G-1
Deputy Chief of Staff, G-2
Deputy Chief of Staff, G-3/5/7

- Mr. Jeffery White, Principal Deputy
Assistant Secretary of the Army
(Acquisition, Logistics & Technology)
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DCO Evolutionary Acquisition PES EIS

A New Paradigm to Deliver Dominate Cyber Capability at the Speed of ™" "=""" ===~

Relevance
Rapid Innovative Integrated Sustained
*COBRA OTA *Forge " *7 Programs for User *Armory
The TOOL The LOCATION The WHY The HOW

Rapid and agile acquisition solutions

. AT Close capability gaps

Providing collaboration and synchronization
opportunity to the enterprise

' Programs of

Leveraging industry and academia expertise

Record
OTA * Continuously innovate
* Collocate contracting, test, industry, academia, user and
materiel developer in single location
Emerging lhreats

Collaboration Absolutely Necessary
Provide Cyber Soldiers the tools, innovation and solutions to ensure they are ready to fight tonight against an unseen threat
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What is Defensive Cyber Operations PEE|5

CA/UAM DCOMP

—-

Tools/ GDP/
FM&A DDS ;
Integrated Sustained

Operational Environment:

v" Program of Record :
Posts/Camps/Stations

U Pending Requirement

Worldwide

v Garrison DCO System (GDP)

I / v' Cyber Analytics (CA)

Tools

Mission Planning (DCOMP)
Forensics and Malware (FM&A)
User Activity Monitoring (UAM)
Threat Emulation

Counter Infiltration

Advanced Sensors

i i
LT

[ I I NI NI NI

v" Deployable DCO System (DDS) = :
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Program Activity

Acquisition Method

DCO Contract Solutions

US ARMY

PESZ EIS

F‘ED ENTERPRISE |NFDRMATIEIN SYSTEMS

PROTOTYPING INTEGRATION PRODUCTION

o0

A

OTA Agreement

Non-FAR-Based Other Transaction
Authorities (OTA) Agreement, 2016 NDAA
Section 815

PM DCO will utilize COBRA OTA

OTA completed prototypes will feed
Integration and Production contract
vehicles

*May award Production OTAs as
bridging strategy

Multiple Award IDIQs

FAR-based multiple-award IDIQ

Full and Open Competition for initial IDIQ
award pool of vendors

Vendor pool includes periodic on-ramps
Fair Opportunity competition on task orders

Base period is 3 years with 2 one-year
options

IDIQ timeline: 18-24 months

Production BPAs

FAR-Based multiple award BPAs per FAR
13.303-2(c)(1)

Vendor pool includes periodic on-ramps
(OTA performance)

All individual production requirements will
be competed among all BPA holders

Individual BPA Calls will not exceed $13M
each IAW FAR 13.500(c) Class Deviation
2018-00018

In Development:
- Tools
In Selection:
- Services (Eagle Shield
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* Industry Opportunities PES EIS

U.S.ARMY.

Recent Activity and Accomplishments
 Exercised option for additional licensing of Endgame software
« Identifies unusual activity, remediates and retains activity, and isolates defective devices
« COBRA OTA Award for Advanced Sensors/Deployable DCO System (DDS) Modular prototype
Will inform solutions for DDS Program of Record

Industry Opportunities on the Horizon

* Network mapping

» High Speed Data Transport Software

» Advanced Cyber Sensor Software

» User Activity Monitoring

» Threat Emulation Software

» Counter Infiltration Tools

» Cyber Intel Tools

« SCADA

* Advanced Sensors/DDS Modular transition from prototype to POR

Role of Industry
» Leveraging industry expertise in the latest technology, identification of capability gaps, and continuous innovation
 Acritical partner in ensuring Army cyber warfighters and capability to stay ahead of the ever evolving cyber threat
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Product Manager
Cyber Platforms and Systems
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Lieutenant Colonel Scott Helmore, Product Manager
Mr. Toney Howard, Deputy Product Manager
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DCO Cyber Platform Systems PEWY EIS

F’ED ENTERPRISE INFDRMATIDN SYSTEMS

CA/UAM DCOMP

»

Tools/ GDP/
IRV AT FM&A DDS
Rapid Integrated Sustained
Knowledge Corner Upcoming CPS
Program Status Remarks Innovation:
. Eggr:ZI;P Awaiting DDS Modular DDS Modular O Awarded
Inai .
o Added Advanced Sensor GDP Bridging O Hardware awarded 1 : 1St Laby”nth (May)
ggrgvl\\l/?rs s GEM Pilot O 3 Phased Plan g EOOlStBITAt\' (Mg) ’
. odular Awarde : : — . Constellation Standup
« Accessory Garage (working Tool Suite 1 O Extending and Divesting (June)
requirement) Tool Suite 2 O Coliseum (AFCEA Belvoir 4. Project Millennium
: %R;':O- Q‘j"r":ét'lr_‘lgrgsg"rep"m Tool Suite 3 O Coliseum (AFCEA Technet) Transport (June)
+ Cloud GDP (Millennium F&MA O Researching Hardware for FY20 5. Tools Library (June)

Transport)
 Tools: Concentrating on BPA and new
capabilities on OTA (Coliseum)
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Product Manager
Cyber Analytics and Detectlon

AFCEA Belvoir Industry Days
21 March 2019

Lieutenant Colonel Leilani Tydingco-Amarante, Product

Manager
Ms. Jeannie Winchester, Deputy Product Manager
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Cyber Analytics and Detection PEG EIS

ARMORY - !

CA/UAM DCOMP

)

o)

Tools/ GDP/
FM8A DDS
Integrated Sustained
Knowledge Corner Program Status Remarks
« DCOMP: Defensi've'Cyber Operations O Awarded
« Force Management Mission Planning :
+ Battlespace Cyberspace Analytics O Awarded Upcoming CAD
» Senior Leader Dashboard Innovation:
 Advanced Reporting
* Geospatial Data Gathering 1. Threat Emulation
* Cyberspace Analytics: ' Prototype
* Big Data Platform w o
+ Distributed Query Long Term Vendor Opportunities 2. User Activity Monitoring
» Data Discovery Model 1. Establish Threat Emulation as a Program of Record Prototype
« White List/Black List 2. DCOMP Re-compete
* Indicator Correlation Visualization ,
o Epperlidlste T 3. Cyber Analytics Re-compete
 Army Cyber Analyst Dashboard
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Mr. Joe Kobsar, Director
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Armory Deliveries In Work
Connections to Fort Gordon and Fort

Applied Cyber Technologies

US ARMY
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CA/UAM DCOMP

»

Mission Networks

In Development

Monitoring and

Tools/ GDP/
perations Broad Responsive Agr FM&A DDS
Rapid Integrated Sustained
Knowledge Corner Future Opportunities
* Cross Domain Solution
?;)SSEC Industry Open House 19 Mar Program Status Remarks - CellEETe Toels
COBRA Opportunities Upcoming for Forge O Grand Opening/Ribbon Cutting Apr 19 * Eesting SOfthr?c
CPS and CAD Armory Q T P ——— * Engagement q tware
DCO Transportable Shelter (Mobile * Network Bandwidth
Omni O In Development

Belvoir Efforts in Work

Management
» Out of Band capabilities
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Transformational Occasions PESY EIS

F‘ED ENTERPRISE INFDRMATIDN SYSTEMS

U.S.ARMY

4 )
! PE@E ElS @ DCO Evolutionary Acquisition

Acquisition Innovation

Critical Enablers Successes

1. Co-located inams (Test, Conbract,
Industry, Soldier User)

2. Dedicated physical location for
pretotype assessments and test
(Farge)

3. Other fransactional authonties
bewaraging bestin indusiry
nnovation at the speedaof
relevance

4, Flexble resaurces

Operabanally responsie

Leveraging DARPAtechnology
Hands on scldier assessments
Incorporating soldier feedback

PM DCO Cyberspace Coliseum Event ey
Announcement — AFCEA Belvoir Industry Day '-@

o by

ww Torine. camda (AR B4 Baoir

AFCEA BELVOIR
INDUSTRY DAYS

Project Manager Defensive Cyber
Orperations is pleased to announce our
first Coliseum event focused on

procuring capabilities to support AMY - capahbilities under consideration:
Cyber Command and our Soldiers

Witk 2 Collszum? b caliszum 15 e High Speed Data Transport Software
infermation, assassent of compatitie avent - Advanced Cyber Sensor Software T Sapabiiiy |npresss
that is not ety e ged ey PR DCO Bt is of . i | 1 * A Carrgune ard Sramge
Interast 1o Govarrenent usars for potantial - Deployable Kit Operating System - * 18 Hze Capabiity Inorease:
reiewand soguisition ol protobypes - User Activity Monitoring T Capakbiliy Incrasss r:’:-af:s'
Sapabiy Ireypy v Bradi e
T arm——— - Threat Emulation Software : E - I Gempste e * Backup Fower
panticipatingintha Coliseom eventskall Mout | - Counter infiltration tools - i
the registration form, s subendd itwith thei cvh Intelthal Iniitial Prototype Enkanced Prototype Pr-:rlufhmri mmm
cpaad chiart aned vy othiar pseirtirseet | nfo rena tion. et LU= 202 0 1016 2007 203 [MAR)
rills revia b e Maber than 15 March J04E 1o - SCADA Tools [ONE) I:HI!H
s o rie i o 200, o i il o Wity Bive Coliseims? Take aovantags of resourmas sira sty
Erian M Iackaon 4, chad mail mil beingspent tosupport ather actuitess both fromia Denlultahle Dcu slrstem {DDS! Examnle
Geovw arFvral ared ey o rapedtivg: wiarTalte s ariaga of

i vl pire acly ooourming ancuse them asa partof 2
el erticny tompsstition soquistion process

Lessons Learned
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(U.S.ARMY |
Will Continue Needs Improvement
— COBRA OTA — Forecasting (too Add-hoc)
_ Software procurement on SEWP — Greater competition on pricing for hardware and
software
— Hardware procurement on ITES — Collaboration
— Deliver capabilities to Armory vs Unit — Training

— Innovative Acquisition (multi-stage proposals) — Tool transition
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